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 T
elehealth essentially 
means “healing at a  
distance,” Soshi Gogia 
writes in her book Funda-
mentals of Telemedicine 

and Telehealth. Before the pandemic, 
healthcare practitioners primarily used 
telehealth with patients who lived in 
rural areas and who did not have access  
to healthcare services. Patients who 
were able to attend in-office medical 
visits were comfortable continuing with 
them and did not see a reason to con-
nect with their practitioner virtually 
when they could physically see them. 
Additionally, the medical community 
did not fully embrace telehealth prac-
tices because they went against their 
principles to be actively involved with 
patients and did not merit a one-to-one 
payout with in-office visits. 
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However, the pandemic’s surge in March 2020 ele-

vated telehealth as a primary source of practice among 

medical practitioners as they incorporated quarantine 

lifestyles and social distancing practices. The US Centers 

for Disease Control and Prevention reported that tele-

health visits increased by 50 percent in the first quarter  

of 2020 compared to the first quarter of 2019. It also noted 

a 154 percent increase in telehealth visits the week of 

March 22–28, 2020, compared to the same period in 2019.

Today, experts recognize the impact telemedicine 

has made in the healthcare industry during the past 

18-plus months and are looking to optimize telehealth to 

meet future needs. According to the American Medical 

Association, some of the optimizations are improving 

access, triage, and patient care management in long-term 

healthcare; improving telemedicine state and federal regu-

lations; and expanding telemedicine access with Medicare. 

Meg Barron, vice president of digital innovation at the 

AMA, shares, “All signs point to more health at home.” Now 

the question is how to optimize in-person and virtual care. 

That means that as L&D professionals, we need to transi-

tion from training programs focused on in-office visits to 

supporting healthcare practitioners in telehealth.

In this issue of TD at Work, I detail:

• The four types of telehealth modalities

• Ways to support practitioners in maintaining privacy 

regulations when practicing telehealth

• Tips for teaching telehealth technology to practitioners

• Best practices to offer practitioners on being REAL—
ready yourself, establish the agenda up front, authen-

tically interact with the patient, and lean on the 

plan—during their patient encounters

Telehealth Modalities 

Before I delve into how you can help healthcare practitio-

ners prepare for and undertake telehealth visits, let’s look 

at the four main types of telehealth modalities. These are 

used interchangeably and across all healthcare specialties.  

Live video or virtual visits consist of synchronous,  

real-time, two-way interaction between a patient and  

medical professional using audiovisual technology. 

Diagnostic equipment (such as an otoscope, digital stetho-

scope, or electrocardiogram) may or may not be used. 

Live video or virtual visits include family practice visits 

for the common cold, pink eye, rash, or a general consult; 

behavioral health visits for follow-up appointments and 

consults; and specialty practice (such as oncology or der-

matology) follow-up appointments and consults.

One subtype of live video or virtual visits is a facili-

tated virtual visit. This is also synchronous and occurs 

when a patient is located at a clinic where diagnostic 

equipment, such as heart rate monitors, a digital stetho-

scope, or a digital pulse oximeter, is available and a 

medical practitioner is located at a distant site. This type 

of visit is beneficial for patients in rural areas who do not 

have easy access to specialty healthcare practitioners.

Remote patient monitoring uses digital technol-

ogy to collect data from patients and securely send it 

to healthcare practitioners, enabling a direct connec-

tion between physician and patient. With remote patient 

monitoring, patients with diabetes can record their 

daily glucose readings to help manage their diet and 

inform their practitioner of their progress; physicians 

who need to monitor post-incision sites can ask patients 

to regularly take photos of the site and upload them to a 

monitoring app; and physicians can use the digital tech-

nology to detect shortness of breath, abnormal heart 

rates, early signs of pneumonia, and adverse reactions 

to medication.

Mobile health is the provision of healthcare ser-

vices and the exchange of personal health data via mobile 

devices. It includes text- and chat-enabled services on 

software apps downloaded onto devices. Healthcare prac-

titioners and patients can interact with mobile health syn-

chronously or asynchronously. For example, practitioners 

can view a patient’s electronic health record from their 

mobile device before stepping into a patient’s room for an 

in-office visit; a patient can work with a practice scheduler 

to reschedule an appointment via chat; and a parent can 

take a picture of their child’s cut or rash and send it to the 

pediatrician to learn how to treat it.

Store and forward is an asynchronous method that 

entails prerecorded videos, images, or documents con-

taining medical information that patients send to their 

healthcare practitioners via secure email. In other uses, 

patients can seek the medical opinion of a specialized 

medical professional at a distant location; healthcare 
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specialty practitioners, such as dermatologists, can 

take photos of a patient’s skin conditions and forward 

the images to other dermatologists for their review and 

treatment determination; and primary care physicians 

and specialists can securely share health information and 

discuss patient care.

Maintaining Privacy

In the article “Privacy Concerns with Telehealth Should 

Prompt Review,” Jay Backstrom, vice president at Impact 

Advisors, states, “Everyone who interacts with the 

patient through telehealth has a vital role to play in the 

protection and privacy of the patient’s information, 

including the patient.” His statement is 100 percent cor-

rect. Let’s explore why. 

First, medical practices are required to only use tele-

health applications and videoconferencing platforms that 

meet Health Insurance Portability and Accountability Act 

(HIPAA) privacy and data security requirements. That 

means TikTok, Facebook Live, or any other public-facing 

applications are not suitable when practicing telehealth. 

Practices must also ensure the telehealth application 

data is encrypted and protected and requires a login and 

password for all users. Finally, medical practices should 

integrate their electronic medical records into the tele-

health platform for bidirectional information exchange 

to ensure a single patient record source. Doing so pro-

vides healthcare practices and practitioners the ease and 

control of one record and ensures multiple versions of a 

patient’s record are not floating around on the internet.

Ultimately, privacy practices are in place to ensure 

patients’ information is secure and confidential. However, 

while some patients may feel comfortable with how a 

medical practice protects their information, they may 

be uneasy about how it maintains privacy in a telehealth 

environment. They may have questions such as:

• Will the internet connection between me and my 

healthcare practitioner be secure?

• Is someone in the room with the healthcare  

practi tioner listening to everything we discuss?

• How is the practice collecting and securing  

my information?

• Is the practice recording my visit?

By training practitioners and educating patients, you 

can help resolve those patient concerns and ensure prac-

titioners maintain patient privacy. 

Privacy practices are in 
place to ensure patients’ 
information is secure and 
confidential.

Practitioner Training 
Offer HIPAA training that covers telehealth-specific 

HIPAA regulations and organizational privacy practices 

to ensure practitioner compliance. According to the 

HIPAA Journal, the HIPAA Guidelines for Telehealth are:

• Only authorized users should have access to electronic 

protected health information (ePHI).

• Use a secure communication system to protect the 

integrity of ePHI.

• Monitor all communications containing ePHI to pre-

vent accidental or malicious breaches.

• Implement a secure and encrypted messaging system 

that enables patients and practitioners to send mes-

sages, images, and documents.

• Do not attend a telehealth visit in a public place, such 

as a coffee shop. You cannot ensure privacy there. 

• Always close the door and windows of your private 

space before starting the visit.

Additionally, some organizational privacy practices 

may include:

• Have your employee badge on above your waistline for 

visibility or wear a practice coat during visits.

• Advise patients that the visit is not being recorded.

• Advise patients that no one is in the room with you.

• Only use the secure communications systems to  

communicate with patients.

Patient Education
Your telehealth training materials, developed according 

to HIPAA standards, should equip practitioners to ease 

and resolve patient concerns. However, another piece to 




